High-Tech
Crime

Fighting




It's Hfgh- Tech
Crime F ighting

It was his keen observational skills, instinct and ability to notice
the subliminal that enabled Sherlock Holmes to solve investiga-
tions that others could not. Without a doubt, this fictional
character's talent and success rate made him the most sought
after detective in the 1800s-era London.

Today, law enforcement officials rely on smarts and intuition to
sahme crimees, but they also can tap into additional resources—
such as science and technology—to aid in the investigative

process.

Innovative science and technology provided by the Department
of Energy’'s Pacific Northwest National Laboratory, located in
Richiland, Washington are producing forensic and investigative
support tools—tools that help put offenders behind bars.

It’s elementary, dear Watson. Or so the fictional Holmes would
say. Pacific Morthwest is helping by providing resources at the
grassroots level—city, county, state and federal agencies. Our
diverse capabilities range from wvisualization software that groups
similar evidence, to fingerprint analysis technigues and ground
penetrating radar devices to “look” for buried bodies.
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Crashe&—.-qm:jdents or Terrnrﬁst Acts

America held it breath as Eragic scemes Frosm “T %W F|ig|1|: RO Mashed acmss TV s
several JEars ajn Mlhuug_l'l it was determined the plane did not g chorwn as a nesult of
bomb, that eragedy was a wake-up call for Americans concerning terrosist and

criminal organizations who have the abiliey w shoot down a commercial airliner—
anywhere in the wordd—uwith a Man-Fortable Air Diefense System (MANPADS),
mmmmﬂ}' knowm a2 a shoulder-fired missile

Oftem, it's a lengthy and difficult tadk to determine if a plane was shot down using
such a weapon. Bur a computer ool developed by Pacific Northwest will—for the
first time ever—give invistigaton instant access t eritical information needed during
the investigative and evidence gathering process. Devidoped for the Fediral Bureau of

it o [nvestigation and the Department of Defense, researchers teamed with the Naval Air
the investigation of Suspected Warfare Center at China Lake to develop a Portable Resource for the Investigation of
MANPRALS) is & powerful tool Suspected MANPADS Incidents (PRISM). PRISM enables investigators o quickly
developed by the Labaratory determine and identify physical and trace evidence that can help evaluate if a plane
that helps investigators was shot down using a MANPADS. PRISM vven can help determine the rype and

source of the weapon system, by providing investigators with information about whae

d i ath
eterming whether a plane o look for and where to look.

crash was causedd by a Man-

Portable, Shoulder-Fired Missile
(MANPADS), PRISM even can +  MANPADS Tutorial that summarizes the terrorist threat, an aireraft's '.'ulnml:u[-
ity representative :umﬁ_d:m:lge and missile debris .
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[t a war taczic dating back tn the
Roman Empire, The Brivish tessed
it om Gruinard [sland off of

Scotland i 194 3= leaving the

land uninhahitable For S0 vears,

and Japams World %War [1 program,

if implemented, would have
d the United Scares’ Pacific
west regpon. Althouph
cal weapons that
countr tock and
CONTEIN [0 = hullers,
mines or shrapnel, they could be

rerribangly effective.
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more rapid and specific
idennfication of paricular
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efforts also are underway
at the Lahararary to
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Developed by Pacific
Morthwest Mational
Laboratory, ScenePro
will revolutionize the
manmer in which

emergency respondears
and law enforcement
personnel gather and
record evidence.

Keep:’ng Evidence Ciose to the Vest—
SCEI’IEPI‘D

Teaming with Nichols Research, our nesearchers have developed an
integrated systen that will enable lw enforcement persamel 1w
quickly document and transter vast amounes of information at

'i.'l'jrl 10 SOCTI N,

Called ScenePro, the system brings the latest in geographical informa-
tion systems together with mulomedia computing, in a small woit tha
can be worn by the vser. ScenePro will enable law enforcement
officials o more efficiently process complex crime seenes, better
reconstruct the scene, and even reduce the potential contamination

ol evidence.

ScenePro is o ruged, weatherprood unit that incorpontes a 266-
meegahert: pen-based computer spstem and integrates sophistcated
software with a number of data colleeti I

anf | § datz clion tools:

#  Digital and seill cameras

* Voice o lext reoogmition

*  Handwriting to text recognition

*  Barcode scanner

= LIIE'H.'I" ril:l'.l_';\.' J]I:Idl.'l.' '\l'u':.l.l'l |"'I.I'.|.|.I':.I‘I.DI'.

The system can store and use satlite images, terrain features maps,
architectural drawings, site plans and a host of other infermation vital
to & thorough investigation. ScenePro also serves as a portable library
with access to volumes of stored information, such as Eaps, I'u'iljl:r
lewr plans, databases, repeorts, forms, imvestigrtion and evidence
collestion protocols and scientific, technieal and legal

reference material.
1 .
Here's how it works

If ScenePro was deployed aca murder scene, investigators could use the
unit e creare a detailed ‘map’ of the arca wsing laser
measurements and AureCAD® rechnology, Upon discov-
ery of the murder weapon, investigarors could instantdly
link the evidence ro its geographical position, caprure still
and video images of the weapon, and record derailed audio
and rext noces, The evidence could be recalled months or

vears lacer during a orial
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Tracki ng Down
Deadly Pathogens
with

MALDI

Ohur scieniises are helping to track
down oustlaws of another
kind...criminals or terrorists whe
coutld pastentially release hinlogieal
Agents AEANST AN UnsUspecting
populace. When fully developed
and deployed, MALD mass
spectromierry will be used in the
field tor near real-time screening
of suspected hinlogical agenrs.
The methodelogy 15 designed o
analyze and confirm the wdentity
of suspect binlogical agents—in
less chan five minures—providing
wital information necessary to help
direct the actions of emergency
response and invesopative persan-
nel. Cnly minuce ameounts of
material are needed by investpa-
tors o analywe for hactena in
Forensic mmples. Pacific
Morthwes: sciennsts are
develeping a library of
hactenal “signatures” or
“hngerprings” thas suppores

the svstem.



starlight, an advanced three-
dirmensional visvalization
technology, has been developed
by Pacific Morthweest Paticnal
Laborato-y 1o help safve the
oroblen ol information
averload, Already in wse by the
L5 intelligence commurity,
Starlight can ke applied 1o 2
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in. ot S variety of other fields, such as
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E‘M‘ . medical data aralysis,
thiy Ml ' erwironmental secwerity ana

current events monitoring.
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B0 v oengdiecn 1, 1€ Visualization Soltware

Pacific Northwest-develnped sofvware wall help imvestygmtors st cerough

the blizzard of dam compiled in complex crmanmal caves. “Salight” and
sirnilar tools wnder development ar the Laborarore otfes bigh- peaered,
three-dimensional, vismalizagion rechnolagy onginally developed Frar the

L5 Army,

Srarighr snables users to analvee masawe valumes of inbormation
conmined in vartous media, tndlading serocared and vmstrocrned sexe,
maps, digical data, videe and sven savellice imsgery, Users can analyee
informacion content as well 55 complex incerre ations among indivicdzl
slemenes of laree informanon collecoions. s |'-||'.'.'-:'.-|'||| |:||:q.'||'.i|i|5|.':= will
enable law enforcement personnel to discover onseen parserns in ssme

of the most nororious crimes,

A Picture's Worth Thousandz of Words

SPIRE {Spatial Paradigm Far Infermation Retrieva
and Exploration)) pravides a wealth of woals for
edploring information, including query, subset,
and trend anzhsis toals. This suite of tools
allorws the user o rapidly discover hidden
irformaticn relationships in pertinent
erforcement. documents,



Get SMART

Criminals don't always have boundarics, Murderers samenmes also commir rape

and robbery, Arsonists havelbesmknown to commir murder and rape, Law
enfarcement, on the other hands has very distiner houndanes including federal,
stare, county and cicy, In the larger agencies, there are even boundarnies berween
investigative units, [Fa coominal commits several different rypes of crimes within
the same district or junsdiction, inter- and § Cy communications inci-

clencies may ohscure che connecrion beow

Because the majoricy of crimes are commitred by repear offenders, the Washingren
Srare Lepislature prowided funding to develop SMART— Superasion Manage-
ment and Becidivise Tracking, Through SMART, the Departmient of Correcrions
and the Arormey General Office and local and stare lew enforcement work
rergether o monitor and rrack violent offenders whe are under che Deparrment of
Cormecnons {DOC) superviston, Currently, informartien abour affenders under
the supervision of a communiry corrections officer 18 put on a boef feld interview
report and forwarded on o weekly basis oo the DOMC

That precess soon will be automared wach the help of Pacific Northwest researchers

wha are enhancing the SMART and the Homicide Investiganon Tracking Svstem '

databases to inclede feld interview reports data 4

Warking with the Washingron Amorney General s Office, Pacific Morthwest wall __.r/

provide the state’s law enfercement communiry with one of che nation’s most 7 _— a

advanced criminal investigarve systems. The new system will provide:

*  One-on-one monitonng and racking of violent effenders who are under - s

g g i

parcle supervision X B

*  Theahilicy 1o search, anabyre and compare informarion and cases witch
agencies in Cregen, [daheand Californe

*  Infermation wichin uinures, cagher than days or weeks
*  Information unebramahlean che past

*  Maps showing locaggns of orimes andthe addressesof pgssaible affenders thar
five or hawe lived in that arca
| i
. montges of possible offenders

ed man-hours needed o investigare violene crimes,




Defensibility of

Forensic Evidence—

CATCH Me By the Numbers

Recently, the entire court system has been questioning the accuracy
if ‘J’E'Lj Eﬂ” and strength of seientific testimony based on virnually all forms of

o . = : torensic evidence, which investigntors wse o make probabiliseic
In Bing Counry, e Wishingron Stare

: LR statements thae link a suspect to a crime scene, Statisticians at
Armorney Lenerals Office is |'|-.'Ip|-|_.', AT . e .
Pacitic Northwest are developing methods for assessing the accuracy
and strength of forensic evidence, 1n collaboration with the forensic
.-.. .. corrimunity, our statisticians are developing technigques For

W SOITWARE SYSIEms CATCH, shoer e '_ ' z _I I_ L EHfE : '-I - : :

: ; : *  Walidating the panciples behind new and existing forensic
Compurer Abkded Tracking and 7 2

methoeds

¢ Assesing error rates associted with Foremaie comparisonms
*  Determining the strength of a link berween evidence and

!.'.I.'hl.:l\.'\'.'l.!l g

-1 amd unsobred—inne ©

CATCH wses marhermarical alporichms

Tlon prooess. 1 he neural mer

merwOrk clusrers o containing similar

arire elements, and oo oa lesser



Pacifie Morthwest has established el
Critical Inbrastructure Protection and
Amalvsis Labaoratorv—CIPAL—
dedicared o research and development
tor new rechnologies and capabilites
necessary o belp safepuacd dhe nation’s
key infrastructiures. Telecommunic
tians, s, el power distributions,
Ir.1.|15~p|-|.'lal:.ll|.|. water and other
i pOrLant SYAems are, iR many cases,
inter-linked, increasing their suscepri
bility to phydical or eybser attack: This
inmtereonnectivity could cause a
cascading effiet throughout infrastrac-
tures. CIPAL powides a completely
istlated nevwork for simulated attacks
whire researchers, L".lg:,ln.'-'_'lh and users
of critical infrastrectun protection:
refated technologivs can addnes the
complete cvele of computer or neework
vednerabilites and inbormation
assuranoe—without the potential of
harming real-world applications.

Sy :

Rissearch within CIPAL focwsed on:

# Wilnerabilivy Sinulation

* Plug and Play Vulnerabilicy
Asgesment

.

» Sofrware Agents, @ computer
progrom that allows wids analyses o
quickly review and analyze luorge
amountsof web content

* Information

Assurnce
s Mdvanoed Soloware
* Engineering Processes
o Information Warfre

* Bupervisory Control &

Drata Acquisition

# Critical Intrastructure

Medeling,



Unlike current rmetal detectors,
the system developed at Pacific
Mortmeest detects all threats

or cantraband-from metal,
[astic, lquinls, o A5 Al 8
ceramns weapons hiddan
under clothing.

Reading Between the Lines...

Handwriting Analysis

Pacific Morthwest and che LLS, Posral Inspection Service are collaboraring o make
the idennificanion of an indiadual’s handwnting more sciennfically defensible, &
parrtion of this projece involves the development of a com purer-assisted screening
rotl thar would group previously stored candidare writings thar closely resembles
the handwrining on a questioned documient, The analyses of handwriting to
determine the auther of a decument is used frequentdy in baw enforcement and
security, Hlowever, the experrise of handwritng examiners and their processes has
heen questioned in several courr cases, This uncertainey creates a need for scien-
oific support for the methods used by che handwrining examiners and specific
cmphasis on the exisrence and develepment of messurable, identifiable handwrnir-
ing characrensics and an auromared measurement and analy=s ssrem,

Through a jsine research project wich decument examiners from the U, 5, Poseal
Inspecrion Service, Pacific Worthwest statisricians, imaging analysts and compurer
sciennists are helping mo define and devdop standards and procedures for the
industry and an auremared method for screening down tooa ser of candidare
wrirings thar march up wich a questioned woinng, In inral weses, wsing an amificial
neural nevwork, messarchers ac Pacific Morthwest have deveoped a compurer
program thar could potentially correctly identify the auther of a document, [F
susccessful, this three-year project is expected o end with a defensible sarisrical
statement abour handvwritng idendfication, some standardized processes for the
handwriting examination community and a prototype autemarcd screening tool,
Ohce the system mieets its design objectives, the Laborarary and che Poseal Inspec-
oion Service will idennify & commercial partner and explore the fessibiling of

commercialzing the automaned prototype,

Looking for Hidden

Obj ects...Non-Intrusive
M-{eapans Detection

Concealed weapons made of plastic, ceramics and metal can he
detected with a holographic imaging systemn developed ar Pacific
Maorthwest. Like a CB radeo that rmansmics and receives, the holo-
graphic imaging system’s transceiver reflects o millimerer-wave signal off the
body and any objects carried on it Unlike current metal detectors, che system
-.'E.H.'-.'l-:r]:-:'rl ar the |..|*.1-|:-r.m'-r_g.' derecrs all chrears or contrahand-—trmm metzl,
plastic, liquids, drugs and ceramic weapons hidden under clothing. The
|'.|'.|-e:-l:r|r.1i:-'|'.-i-.- in1.1ging SYSECIT Was rested im 1995 ar the Searele-Tacnma,
Washington, International Airport, and was proven to be ideal for use in

governmient buildings. mass transit systems and public gatherings.
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Getting
AID wie

Facific Northwest
Developed
Iechna.rng Y

What lies beneach the surface may
nevt always he what's expected. In
Face, |-.-.-|||-|:'._- ohpects—{from .:i.-l'.l::.-: T
contraband—has besn a comman
practice for criminals for centurses.
But a new technology developed ac
the Labaratory provides law
enfoercement officials with a “peak
inside” sealed containers.

Called the Acoustic Inspection
Dievice, or AITY, chis innevative
technology enables users 1o
identify or discriminare the
contents of liquid in sealed
containers. AL also idenohes
coneealed compartments that
could contain contrahand.
explosives, drugs or other
threars, Already in use at
international borders, AlD
will be a powerful addinon o
the law enforcement commu-

mithes toel kits.



Anticipating Every Move...
Through the Manonal Counrer-Marcotics Center, federal,
stare and local dr ug inerdicoion ferces wall be mraimned o
operate in a coordinancd, integraned, and well-executed
fashion: o anticipare and counter the 45_{|||'|'_l: of -:;lru:_-:-
rrafficking organizarions ro quickly shift to new sources,
romires, and transic methods: and to -::|'|'||,1|n:.' rhee larese

rech-nolorics and practices o effectively combar illegal

A\

drug trafficking encerprises, [n accordance with
the archicecrure and requirements developed by
researchers an Pacthic Morthwese, the Center will
employ nreractve simulation echnology
*  Provide interoperabiliny craining
under realistic operanonal condi-
tions and envirenments
*  Capture lessons learmed from pase
counrer-narcetics offores

o Conduct mission rehearsals,

Some thing s
in the Air...

Clandestine
Drug Lab

Whar began with neighbors com-
plaining of problems ranging from
rawsex and VOIS Ten s chies,
ended with a drug bust by the Tii-
ree in

4 en]ul P || w4l
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arrested and pleaded guiley,



Probing for Answers

Working with the Federal Burau ol Inwestigation, our sclentists an
wiing a Raman Spectrometer with a fiber optic probe a5 an accurate and
reliable forensic wol for the identification of potentially harardous
chemicals in a vanery ol elosed containers or on socfaces in the pen
environment. The tool identifies items sech as chemicals and biolegrical
wardare aprents, eoxing wnd culiwre media, hazardous induserial chemieals

and explosives. The ool boasts many benefits incduding:

= The ability to deteet and analvee hazardous chemizals in elear oz

trinsducent closed containers

*  [dentifying an unknown content without

expasing personnel to F-I:-I.I.':Ili.il harards

*  Maintaining the integrity of evidence

becawse handling the sample isnt necessacy

. En.ut|.1.'|.:|' and health.

The Chemi stry

behind Latent

Finger Printing

Dhesning: for latent hingerpoints is among the first steps officers take
when investigating, a coime seene, Fluorescens reapenes currently being
wsed 1o process prints react exclusively wath che water-based compn.
nents of the latent print, but nos wich the lipid or oil based swh.
stances, which are more durable. Warer-soluhle subsrances, on the
ather hand, often degrade in a relatvely shore time and ingerprine
ridge detail 15 easily destroved by exposere to the environmens making
it impossihle to develop an idensihable prine. Waorking wach the
ferensic communicy, our researchers are exploring advanced rech-
nigques wich illuminasing resules—liserally. We are astempring oo
develop a Auorescent reagent that will react with the ipid components
aften found in latent prings, and are exploring methads o aler che
chemistry of these ol based lipid components so thae the water based

I‘]l.l-::-rus;:..'nr K'Fll_-'.-l'HT.'I '“IEI [ps=Tuin '.\'ir|1 r|'u'|1|.




The Science of Investigation

These ar: just a few of the many capabilities offered by Pacilic
MNorthwest Mational Laboratoey for the law enforcement community.
The Labsratery currently is looking for rescarch partness o develop

these and other wehnologies,

Battelle operates Pacific Northwest for the U5, Dreprartment of
E:I-\.'I%!'.'. Bartelle is 2 redeareh and de 't';'l:'-|.1r||-.'nl pu'.'.'rrl'.lu.m' with
laboratories located arousnd the world, & unigue agreement berween
Battelle and DOE mmables seientis at Pacifie Northwest o conduct
work for private and government organizations. For more infonmation,
critact ud at [-HES-375-PMNL or visir oor sl cite at

httpad s pal.gos

For More Information Contact:

Mfarl "Q-.'E_'Lu.r.l Steve Marnin
Program Manager Semor Program Manager
Pacific Worthwest Mational Laboratory Pacibic Morthwest Mational Laboratory
i} Bacrelle Blvd. 02 Basrelle Blrd. M5 K8-21
Richland, Wa 99352 Rachlamnd, WA 99352
Mhones (S0 3724285 Mhone: (5087 37 24084
Fax- [S0FF) 3724837 Fan: (500 37524 84
e-mail: mark-segumipnl.gov e-mail: steve.marind@pnlgov
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